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Bubl Cloud's vision is that privacy and security should be
accessible and understandable for everyone at all times. If this

is not the case, it misses its purpose and has no added value.

To achieve this, Bubl Cloud has developed a method that keeps

things as simple as possible for most users, while enabling

detailed control for expert users. This vision and method are
applied to all components of the Bubl platform. From granting
and managing rights, to providing insights into data sharing, to

delivering a natural way of logging in.

bubl cloud®



Access

First time login

Simplicity where possible

©)

Welcome

Fillin your email address to continue

Email Address ‘

Powered by bubl cloud ®

Want to learn how we protect your data and privacy?
Click here for more details

English (United States) v Privacy Terms

If the user uses a service running on the Bubl platform for the
first time and therefore has no other applications running in their
Bubl yet, then the login procedure and access rights requests
will be much simpler. After all, there is no danger yet of data

sharing to other services.

©

Verify your email

We have sent an email with a verification link

Please click the link in the email you received to ver
your email-address and to continue the sign-up process.

Powered by bubl cloud ®

Want to learn how we protect your data and privacy?
Click here for more details

engisn (United states) v Privacy

Steps

1. The user enters an email address on
the login screen in the "look and
feel" of the service provider.

2. The user receives a verification email
which he/she confirms. The user is
automatically redirected to his/her

@ newly created Bubl.
Password 3. The user enters his/her password.
The password component runs

Enter Password =

— - within the Bubl at this point, so the
providing service can never see it.

4. The application is started

Powered by bubl cloud®

bubl cloud©

X

You are almost set!

Verify your email address

Hello,
Click the button below to verify your email address.

This emilverfication request il expire in 24 hours.

Best Regards,
The Bubl Cloud Team

Powered by bubl clovd @

ABOUTUS | CONTACTUS | PRIVACY POLICY

Look & Feel

To give users the "look and feel" of a specific service, Bubl
Cloud has developed a login framework where the layout and
appearance of the login screen looks entirely like the design of
the service. This gives Bubl Cloud users extra confidence and
allows the service to continue profiling itself as itself. The user
then transitions "seamlessly" from the service's website into
their own Bubl.



Access
Login with multiple services already active

Extra questions when needed @ ® Goedkeuren

If the user already has applications running A De gebruiker zal ook gevraagd worden de
i . ccess I :

on his/her Bubl, then the user will be asked el AR categorieén goed te keuren en/of uit te

Level 3 access means the following

2 additional questions to give permission © zetten.
to activate the new application. : - =
e Access level - . Hierbij kan het zijn dat de ontwikkelaar van
e  (Category de applicatie sommige categorieén als
rovsradty bubl doud® s benodigd aangeeft voor een goede
werking van de applicatie. Deze zullen dan
I e PR licht grijs aangegeven worden en niet aan

te passen zijn.

smp | s'ep : Step 5
Email Paswoord Toegangsniveau Categorie Applicatie start

©®

Less than five Access More than five

If the wuser has less than 5 S If the user has five or more applications running with the
applications running with the same ) e [on) @ w same access level, then the screen will show some of
access level as the newly requested ffff ''' these applications to give the user a faster indication of
application, then a screen will what the access level entails. This is to facilitate and speed
appear with explanation about the roverediy bubl o ® up the access permission for the user through a more

Learn more about Bubl access levels here.

access level and permission will be visual interface. The access level will still be shown as a link
requested. e e~ with additional explanation.



Rights system

To easily share data among each other and to be able to supervise this, there is
a uniform data model within the Bubl vaults, also called common data model
(CMD).

Every uniform data model falls within a certain category. Examples of categories
are "profile", "energy" and "health". A user always explicitly gives permission for
access to a category. Within this category, the application then has full access to
all fields within its access level.

Besides applications writing their data to the vault as shared data, they also have
their "own" data storage. This data is not shared with others. Think of data such
as logs, data for backend connections, security codes, data for specific service
handling. Furthermore, intermediate data transformations or operations for the
front-end are also stored here.

Category

This application has acces to the data of the following catergories at the acces level mentioned below. View data

Profile; This application can access and store profile data. Examples of profile data are (but not limited to)
Nickname, Name, address, birthdate, etc.

Health; This application can access and store health data. Examples of health data are (but not limited to)
Surveys, prescriptions, heartrate, etc.

Payment; This application can access and store payment data. Examples of payment data are (but not limited to)
amount, currency, card details, etc

On the application
settings page

Category

This app wants access to the following categories

Profile

Travel c

Powered by

Learn more about data categories

During login

English (United States) v Privacy Terms

on/off



Rights system

Within a category are the data fields. Access to these fields is restricted by an
assigned access level. All fields within this category and access level are then
available. The fields are currently not restricted individually.

° contains public data and poses no risk. An example of a data
field at level 1 is a profile name on a website for example. Possible
services are forums like nu.nl and reddit.com

° contains publicly available data on the Bubl Cloud platform and
has a low risk. An example of a data field at level 2 is your name or email.
Possible services are discord or slack.

° contains aggregated data with a medium risk. An example of a
data field at level 3 is your address or age. Possible services for
e-commerce applications like AH app or booking.com.

° contains personal data with a high risk. An example of a data
field at level 4 is your date of birth, passport ID or diglD. Possible services
with financial applications or smart meter data at minute level.

° contains special personal data and has a very high risk. An
example of a data field at level 5 is your religion or DNA data. Possible
services with medical applications, a PGO.

during login with
multiple services already
active in the vault.

Access

Access Level

Within the categories, there are different levels of access. These levels range from 1to 5, with level 5 representing the highest category of privacy risks.
Read more about access levels

Contains special personal data and carries a very high risk. An example of a data field at level 5 is your religion or DNA
data. Possible services include those with medical applications, such as a Personal Health Record (PHR).

On the
application settings

page.

Access

During login with
multiple services active
on the same access
level.



External data type

n
R I g h tS SySte I I I The principle of the Bubl Cloud platform is that all applications access the data rather than the data being shared and distributed. However, there are

always services and applications that require some form of commmunication outside the Bubl platform.
There are four types of external data sharing. Read more about external data sharing

This app does not share any data externally and remains entirely within the Bubl ecosystem.

The reverse data model assumes that all services go to the data instead of the data being distributed, however there are always services and
applications that require some form of communication outside the Bubl platform.

Bubl Cloud distinguishes four types of external data sharing

An application that does not share any data externally in its entirety and only remains within the Bubl ecosystem.
An application that only uses "own" data and does not collect "shared" data, where the own collected data goes outside.

An application that communicates "own data" and self-collected "shared data", or "shared data" that the application also uses itself (clear to user, for
example an address for online purchases) externally, for example to the carrier.

An application that processes "own data" and also all "shared data" within its category and access level, think of an application for medical research.

Timeline (Max last 3 items)

Date & time Receiving party Reason (token name) Sample data
21 augustus 2024 12:14 615912bubl514298bubl734118.0.0.0.0.1.0.bubl.cloud review of medical records dermatological consultation, dermatologist Jolanda de Vries
10 juni 2024 10:18 615912bubl514298bubl734118.0.0.0.0.1.0.bubl.cloud

review of medical records dermatological consultation, dermatologist Jolanda de Vries



Rights system:

o An application can always access its "own application data", but can
never access the "own application data" of another application.

o An application can always access all fields within its assigned
category and access level.

o An application with an access level of 2 or higher can also always
access data from lower access levels within its category.

o An application cannot be blocked for a specific field within its
permitted category and access level.

o Applications may use each other's functionality within the Bubl Cloud
platform. However, they may only share the results and not the underlying
"uniform data model data".

o An application may communicate data externally (type 1, 2 & 3) only if
explicit permission has been given by the user.

o Bubl Cloud will at all times during the evaluation process block
services that collect, process and/or communicate data externally that have
no added value to the application.

s

Store My Apps Q,  Search for Apps and games

.
247 Dermatologist
24/ 7dermatologist — Your Personal Skin Doctor, Anytime, Anywhere!

4.7

2.5 million reviews

10M+ 5 Multiple 0 £l
Installations Level Categories Type PGI 3
Data safety
Category
This application has acces to the data of the following catergories at the acces level mentioned below. View data on/off

Profile; This application can access and store profile data. Examples of profile data are (but not limited to)
Nickname, Name, address, birthdate, etc

Health; This application can access and store health data. Examples of health data are (but not limited to)
Surveys, prescriptions, heartrate, etc

Payment; This application can access and store payment data. Examples of payment data are (but not limited to) O
amount, currency, card details, etc

Access Level

Within the categories, there are different levels of access. These levels range from 1to 5, with level 5 representing the highest category of privacy risks.
Read more about access levels

Contains special personal data and carries a very high risk. An example of a data field at level 5 is your religion or DNA

data. Possible services include those with medical applications, such as a Personal Health Record (PHR).

External data type

The principle of the Bubl Cloud platform is that all applications access the data rather than the data being shared and distributed. However, there are
always services and applications that require some form of communication outside the Bubl platform.
There are four types of external data sharing. Read more about external data sharing

This app does not share any data externally and remains entirely within the Bubl ecosystem.

Data Storage

When the application is removed the application owner has normally no more access to the data after 3 months. It is possible due to legal restrictions
the data stored requires a longer storage period, like with medical data. Or the application owner has extended the storage period by contract. Read
more about storing data

Legal restrictions apply for medical data. Data is stored 15 years after the last transaction done in the app.

Application owner has paid extended storage period for 15 years.



Management
Monitoring

Central Management

The user can view and modify previously granted rights per application in the Bubl Store
in his/her Bubl. Here the user can also see who has had access to his/her data, which
data is stored, export the data and completely remove applications. The Bubl Store is
the central point for the user regarding managing his Bubl and data.

Access per category
On the application settings screen, the user can indicate per category whether the user
still wants to continue granting access. Access can only be granted and revoked per

category.

Category

This application has acces to the data of the following catergories at the acces level mentioned below. View data on/off

Profile; This application can access and store profile data. Examples of profile data are (but not limited to)
Nickname, Name, address, birthdate, etc.

Health; This application can access and store health data. Examples of health data are (but not limited to)
surveys, prescriptions, heartrate, etc.

== Payment; This application can access and store payment data. Examples of payment data are (but not limited to) Payment o
amount, currency, card details, etc

Timeline
On the timeline on the application settings page, the user can easily view the last three

events of the application.

Timeline (Max last 3 items)

Date & time Receiving party Reason (token name) Sample data

21 augustus 2024 12:14 615912bubl514298bubl734118.0.0.0.0.1.0.bubl.cloud review of medical records i { Jolanda de Vries
10 juni 2024 1018 615912bubl514298bubl734118.0.0.0.0.1.0.bubl.cloud review of medical records der i Jolanda de Vries )

bubl cloud ®

Store My Apps Q_ search for Apps and games

247 Dermatologist

24/7dermatologist — Your Personal Skin Doctor, Anytime, Anywhere!

4.7*

2.5 million reviews

247derm

10M+ 5 Multiple 0
installations ~ level  Categories  Type  PGI3

Data safety

Category
This application has acces to the data of the following catergories at the acces level mentioned below. View data on/off

Profile; This application can access and store profile data. Examples of profile data are (but not limited to)
Nickname, Name, address, birthdate, etc,

Health; This application can access and store health dato. Examples of health data are (but not limited to)
Surveys, prescriptions, heartrate, etc.

CI.

£ Payment; This application can access and store payment data, Examples of payment data are (but not limited to)
amount, currency, card details, etc

Access Level
Within the categories, there are different levels of access. These levels range from 1 to 5, with level 5 representing the highest category of privacy risks.
Read more about access levels
Contains special personal data and carries a very high risk. An example of a data field at level 5 is your religion or DNA
——_J data Possible services include those with medical applications, such as a Personal Health Record (PHR).

External data type

The principle of the Bubl Cloud platform is that all applications access the data rather than the data being shared and distributed. However, there are
always services and applications that require some form of communication outside the Bubl platiorm.

There are four types of external data sharing. Read more about external data sharing

7| This app does not share any data externally and remains entirely within the Bubl ecosystem.

Data Storage

When the application is removed the application owner has normally no more access to the data after 3 months. Itis possible due to legal restrictions
the data stored requires @ longer storage period, like with medical data. Or the application owner has extended the storage period by contract. Read
more about storing data

Legal restrictions apply for medical data. Data s stored 15 years after the last transaction done in the app.

Application owner has paid extended storage period for 16 years

Timeline (vaxast 3 itoms)

Date & time Receiving party Reason (token name) ‘Sample data
21 augustus 2024 1214 6159120Ubi514298buI734118.0.0,0.01.0,bubl clovd review of s

10 juni 20241018 6159120ub4514298bubI734118.0.0,0.01.0.0ubl cloud review of consultation,

About this app

24/7dermatologist - Your Personal Skin Doctor, Anytime, Anywhere!

Welcome to 24/7dermatologist, the ultimate app for instant, reliable dermatological care. With just a few photos and a brief description of your skin issue, you'l receive @ diagnosis,

personalized treatment plan, and possibly a from a certified ogist within hours—all from the comfort of your home.
Updated on
31July, 2024

Support

About developer Website

247Dermatologist B.V. https://www.247dermatologist.com

Beukenlaan 16 Support email
5384 BG Heesch Netherlands @24
info@247dermatologistcom

+316 34819708 privacy policy

® €



Management

Under "expert mode" in the Bubl settings menu, "view logs" and "data stored" can be
selected.

On this screen, the user can see a number of things in the logs such as:
1. Access requests
2. Write and read activities
3.  The application, category and level.

This screen will show the entire stored content of the uniform data model per category

or the entire uniform data model.

Store My Apps Q_ search for Apps and games ® n

‘ Data stored

Last refreshed at 1615 today

EXPERT MODE
Attention: All data of y notonly for a
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Store My Apps Q. search for Apps and games @ n

Logs review

Last refreshed at 1615 today
EXPERT MODE

[GIN] 2024/07/26 - 16:03:35 | 200 | 19.174299ms |  127.0.01| GET /!
[GIN] 2024/07/26 - 16:03:35 1 200 | 29.418559ms|  127.0.011POST
[GIN] 2024/07/26 - 16:03:35 1 200 | 24.687075ms|  127.0.011POST /servicedata/energy/energy_300_minute”
[GIN] 2024/07/26 - 16:03:35 | 200 | 167.010836ms | 128.10.234.148 | POST */service/vi/:

{level"’info’, @timestamp'2024-07-26T16:04:32.0157  caller":

ita - got ticker'}

{leve "2024-07-26T16:04:32.01 ller” - got energy data’}
{'leve ‘@timestamp’:'2024-07-26T16:04:36.70 ler™ Data - i 1722002400'}
{level’info’, @timestamp’'2024-07-26T16:04:36.7067" caller" Data - started with mintime and maxtime

1722006000 1722009600°}
{level"’info’, @timestamp’"2024-07-22T16:50:29.9707, caller”’appupdater/healer.go:57 msg™ install app sync job is ended'}

"info’, @timestamp™2024-07-22T16:54:35.941Z', caller": ' msg'

ta - got ticker’}

{‘level"info’, @timestamp""2024-07-22T16:66:29.971Z", caller"" appupdater/healer.go:55", msg" install app sync job is started}
" caller go:57"’msg install app sync job is ended’}
CRON JOB STARTED--------
{tevel*’info’, 16:50:35.9642', "caller” g0:2037'msg" - got ticker'}
Terms  Privacy  AboutBublCloud  Developers == India(English)

In addition to the expert mode data insights, a sample of processed and/or outgoing data from
the last 3 operations is also shown on the timeline of the application settings page

Timeline (Max last 3 items)

Date & time Receiving party Reason (token name) Sample data
21 augustus 2024 12:14 615912bubl514298bubl734118.0.0.0.0.1.0.bubl.cloud review of medical records i , der Jolanda de Vries
10 juni 2024 10:18 615912bubl514298bubl734118.0.0.0.0.1.0.bubl.cloud review of medical records ion, der ist Jolanda de Vries




JOIN Unlocking the potential
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Seamless. Secure. Privacy safe.
PERSONAL
DATA CLOUD
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